A - —
— JQEE‘T News Release

Consumer Affairs Agency, Government of Jupan

FM54F9A28H

BNELERRIZIMicroso ft]DATZAVWTERTE., 91ILR
BREZTOSGELMHMLTBHNVERZ O SEESEICET 5EREE

NYA Tz IS FOBEE#LTWWSE. IMicroso ftioaIICH
#CT. Windows Defender Txall)7q4 24— » BHEINT-
ZE: FOAMDKRKERNLADTT7].TWindows HHR—FrADERBWLEDLE: (B
HEEES) E0RDELE (UT MAZE] LUOWVWET,) ARESNDEELEDBIZ, E—
EVWSREBEEC OVE2—4200 v IBBRET BICET CITHR—MIERLT
KEZEW] BEDTFIVR (UTF MBEEE] LVLWET,) NENET,

BV HEENRRSIN-BEEESICEREZNTDE. 4BV T M ODHESE
EREDELG. [HE-ONVIAVEFBRTT L G ELFERAIN, NV ERFEE
EEINTA A=Y bNNFDT (UT TRy bR FUT ] EVWVET,) ITXY
ZRENEEZFZ L TCLELRLGELVSHEN, BHMOBEEET L2 —FITHEL
FELNATWET,

HEBTHIRAEEZT oA, LEBTAZITOEEE (UT TRESEEE) LW
WET,) M, HEBDFRZTAITETIETIOHS1TE CEEEZH1TAE) %
TOoOTW=CEZMRELII-D, BHEEREZE (FR 21 FEEFEL08) FIBEFE1
HOREICEDE, HEEHETOREXIILKDIFLEIZET 51EHRELARL. HEE
DERITEEEZEUMNTET,

Frz. COBEREEEMERVUHETFICIEEL. BFMLET,

GE) AHEFREHICLDFORK. SHM3F28 19 HITHEBRTNIESRE - AKRL
FERLIFFRFBFRTTD, FIC, XNVIVEERERRBBRESATRY XL T
[CEYSEDEEN SN TLESEFAFENERE SN TOWEIOT, HHTIEEH
g 2RITHIHLDTY,

1. BREOHMES

AEEEENHEEICEEF>-TLVEEMFITROEBY T,
IX4o8Y7T b+
<40y 7 rgR—F
44907 bR—FF—L
Y4498y 7 MY R—MEY
42 KO XDYHR—
oay
1)+
GE1) AEEEZEOERKRIIFTHATY,
GE2) REETHEHEATA70V 7 MHRASHOZOBEREIL. K& T2 < EBR
T9,




2. REANGEHOBRE

(1) RYAVIZRRINIIABEERUVELST (ﬂﬁﬂ)
HEENAD T JHA FOBEBEZZLTWSE,. XYVOVOEELIZ. IMi c
rosoft/DOTCHET. AEERRTIND LT BESENRN
7,

HEEI. ZEROBELECEEZTEXRBAS LT ABGHMATE G Ao
TLEL, BAEEICRRINE-EBEESICEEZNTET,

2) NYAVEERBETELSLSICHER

AEBXEG, EFENTTELHEEBIIHLT, FEDBARET T4
AYI b OHETHEIHEELRFEY., (BE-ONYaVIFEKRTTI. ThO
ADKREICERELTWSI TNV DKREZR-\VOTY E—FTEETET)
HELEHBAL, HEEDN\YVIVEERIEETETSLSI1Z, HEEIIHL/NNY
OVEBREEFELTEET,

Ffo. COETIC. TTHELTHRIBEEZLET L, MBEEIER GLL. B
BN INREBREFITOIMDISICHBETEIEELHYFET,

Q) ERBETAVIUIHERGRETHIH DK S (ZEA
EHEET., AEBEBCHFEIAGNSRAY U FBEEL., ERIEEDOKE
FLET, AEBLEEL, HEEZON\YVIUNERBETEDLLSICHE L.
HEEONYAUIINYD—EBDE I LBTFRMNIZFAILERRTIET.IC
SWHSAENHE-DNNYVIVIZBALTETWS] HBELHEHEED/NVOY
MOAMNRICRELTCRIERTRETHINMD L SHEHBHAZLET, £/, M
crosoft|OOI BEBEERVERIMNEHINI-HEIXOLSEEHLD (KU
TIAE EVWET,) 2AVIVERLICEREIE3886HYET (3

2]

4 DAINREREFEOLOOERELTEROXILEEKR
AEEEENHEEICERTHIEHOIILAEE., EITRy bV FLTE
AMLREFIR—D21EFETY,
FTYMNFUTEFALTCWSEEEDES. AEBEEL.
[CCHABLIIHAENLVVOTEITRENHYET ). Y R—FERE
LTOBHIZHEYFET]
BEEDANABRED-ODERELRY hNNUF I TS KS5ERLE
ERR
LR BEF I R—DIGEIL.
TOAIRICRERELTWSHELAH D, VA ILREERDIZHY T DS
DUA—RFARE, ERELTAYEZTOOH—FK{#: OOplay h—
FHOOgift h—FK) OFASZHBAT S LS5
BEEDAINRBRED-ODEREIMIKXEFIARA—THRILSLSERLE
¥
Fr EZREBEICKYNVICOMEREBRAEZENTIHIDERTRLT,



ii»xﬁﬁ#m#mmﬁmaLréﬁ@zMEEXTé cEvhYET (B
3] .

COESICABEEEL, HEENSEBEXLZEEEN I LRBRED
BWEEHELIHDLSICHBALET,

(5) ERBEICLIZHADEES
7 Ry bRUXUTDEE
2y RNOXRVTEFRALTVWSHEHESEIL. AEBEEICL HEREZEIC
FOTCTRDELIICZEEDEEEINTLEVET,
O BEINF-OERTICEET S0, HEENEESIN-£E HFH
M) ZAALTWSE, ERBEICK->TEREIZTO) (EO)£E 2058
mm (100 %) ST, HEHFANEE ST,
O HEEMNBRTOVIIHA MhoRTA4 0% LIZEC A, ERIZEIC
KO THFICESOOEMNSHOOEIZHFANEE SN,
14 B EFIR—DIEE
TEOLSIZ, FLAREFIvR—ZRYBRLEBAL,. E€ELTLES L
HYFEL,
O aAVEZIVRXR M7 THIILAXEFIRA—HFAS (1EEB) ZEA
L. LR EFIAR—DOA—FBESENYVIAVIZAATHE T2 RHH
5. AN LERIFREEETRITMNS. 1 5—EOFHLE>TI
BEEELN, BCEBRLEVWEDBNWOREGEEENFRBALK: TRE
EBCRYT) EVWSEEZEALT. EBMTIHLAEFIT—HFIAS
(2EAB).SHIZHBFAMSTHFAS(SEB~) EBRYKRLEBAL.,
EE LT,
B, HEFODIZE. EFEICAELFMALEZIETIAVEZI VAR
FTDEENALCEENNTONDEZEEHYELT,
7 T
TREOLSIZ, HEE—FHNICHEIN ST THEILDESIZHBASIATE
ELTLESZEEHYFELL,
O Inyh—migELTLSMB LN, TERTHIIEET ORI
—FRICBEHLTEL V=W [REAERTELL.BRIIRET S
HELHBESIN, EEODOEICATMALE+AAZEELT-,

3. HBETHIHEEL-EE

AEREEF. AIEL2(MDEBY ., XYV OEELET, HZ/\VaUHTIL
D7 (FAADKE) ICRELTHY. FCICHBLEBEVWEBRGERETHD
NMDESBRBRELEZBERY/ VOV T FMERASHXEIFOEFRENEL TS L
DESICRRLTVHERICTOEERASELL AR 2 QBVLLOIDERY.
HEEICR L, UZEBEDONNVIAVDIAIILABRED-HIZIX., ZDOHBTH
BEDRWERET I ENDETH T, YZEHICEDZBENIAILRER
BREDBZELCDIIDESICEIFT, HEBICFODEERASIEEY,

LMLENS, BAEECEEZTHICONTIE., IR THONRYVaVDER



EUBRBETHILET, TOR, REFNSNGLLLEDHHDTHY . ERRICIE,
BEENRTSIN-FHRT, HEEZDO/\V UMY CITHIG LA EBIRTIRE
[CHo1=ERBOONDLILGERFEIRA-5T. ED=H. TOHETERGEEXRSE
EDEN BT D ENRDETH - IELROONFERA, FT-. RKUSEEE
AEFZENICHDOCHIR VM ABREDHEE 2B L-FREAHERESINTE LT,
LY. AEBRBCESUN o LBEIHOBITZET S 23 Y FGEN 242D
EROLNET, SbIT, AEFXREHEEF. BRT4 70V T FMHFASHOZEDOE
FRELFE(EBRTHDICEMVERSINTVET CHEZEZRITA).

4. HEREFMEHADT F/A4 X

O ISYYRTHEEBELTILEEL RIFE4)
D BEELARTINEZL, UTOAETISOHFERTSIEEL LS,
O TAIt)] & TF4) OF—ZREBFICHIRT
= TZ0OHA bEBNFETH] BERTEINES, TN #9) vy
Q@ DNHFETISHFERTTETHVESIX. UTOHET/AYV IV E2EREE
SEHFEL &S,
O ICtrl] & TAlIt] & TDelete] MF—ZFEEFIZIRT
SEEATD IERRE2VT7A4a2] 29 vo LT TBigE) 28R
@ LED. QOAETHRELEDRTHMIFA L WNMESIE., HMILTEIEANFRL
HHERBER X)) T ROEKEBENO03—-5978—7509([CHLE
HhETLIEELY,

O BWEEMFHENVTLLESL

Microsoft] ®AJIZHETC. Windows Defender
tHal)Tq4 EVE—] O THRHEENEER : FAOAMDOKRBERNAMD27] 0
KL EBIZ, BEENTDHLIITKRODIRTNHTEEFT, COBFEEFESICIE
WEXHZEBEEMNFLENTLCIEELY,

RETIHIEHERATA 7Y T FERASHOZOREGREN., XVIVICBEEZRT
LTHEEZICEFEEZENTSILSITKHDEZLEEHY FHA,
O BEDEMNHI-6., BREZVIVELLS

DA IIWREBBREDT-ODERNDLE T, Y bNUFUFTEFBSIERLY., B
IKXEFIR—ZEBASERLYLET, EEENTTOSMIILREBBREDERLL
TERZERINSENHI-oZTNIETEBIEZEEWN. T CICEFEEZIVEL LS,

FYRLODEENH > THEREICIIHABWLTLCIESLY,
O EEMCHEELELES

BEVDONY I VICHESORELGCEAENIRRINNAEEVLTHRTT—A
THIET S LG, FTIEREOMAFHEMNIEHELEL £S5,

COEMNZ, TTHEBRY b1 (BEFS188)] »© IERMEREREEE

BEFESH9110)] FOMHBREOICHKLEL £ 5,

BRIERESNGENER > TS E, BN HFLHEWEZATERINTLEVWET
DT, BRZBETHENGTVESICTLEL &S,




(FHICRET S&E

D EEMEFER]

RIEE #Ha (A%H) URL
MITITBUE AN E;ﬁﬁg’ﬁgkb\i?m L_Cl:\ij__! —ATI\_II T:,[tl;b https://www. kokusen. go. jp/news/data/
. BN Ry bRV FR VT EFESFOICLIE—
EREFCVI— | (amss7 B 26 HAK) n-20230726_2. htm|
ﬂl"LT‘TE&iﬁA EZJ__ 'T' T;Ef;;ggiizfiégz; https://www. kokusen. go. jp/news/data/
AREEE S~ | pragy— (plsE7AMBAR) | ool
2EE (SRS 152X > -ERFIZTEE (| https://www. fsa. go. jp/ordinary/chuui
S (FM5E484B8408R) /kinyuuchousyokuinntou. html
TOEXa) T ESET - ZEHEEFAYT
MITITBUE AN I THR—FEEERIICTER ! | —EE %A | https://www. kokusen. go. jp/news/data/
ER4ERVA— | TRV EFIR—PI LYY bh— FTHE | n-20220224_2. html
EXibGEWn ! — (M4 F 2824 B8K)
TMicrosoft] @AIJZRAWLTERSE. /Y
. A DtEFA)TFAREOYR— FEEEER | https://www. caa. go. jp/notice/entry/0
LTSENEEETHHhEIEERICEATS | 23149/
EEME (GM3E 2/ 19 BAR)

(ZE1EH]

BATAo0Y 7 kREtt Dz 7Y4 5B
OvA478Y 7 bFOYR—bEESFERICTEECZS W
https://aka. ms/SupportScamJP

MITBCENBRLIBH EME Y JH 4 ~5IH

OHaDEX1) TAEFICRREINLESICERFEZNFLGVLT ! - AVaVITH
(TAHREDFOEAERERR -

https://www. ipa. go. jp/security/anshin/attention/2021/mgdayori20211116. h

tml

Ol ILREHBELIZ] EVWSEDES
ENTELREEDOREFIE

https://www. ipa. go. jp/security/anshin/attention/2021/ug65p9000000ng66—

att/000097146. pdf

OBHETICA VA M—=ILTLESTAISLET VA VA M—ILT HED
F g

https://www. ipa. go. jp/security/anshin/attention/2021/ug65p9000000ng66—

att/000090643. pdf

ARIRENTISVHERTESES




\

& HEERYISAY BEVYDKBETFL LA —SECEALET.)
muEs 188 (LA 1)
¢ EEIEERER
&EEs #9110
& EHt¥ay T RUAKED
( |PA HIL{TBUEAMEIRMER# EMEORKED)
wrEE=2 03-5978-7509

\ URL : https://www. ipa. go. jp/secur ity/anshin/about. html /

NRABICEHT SMEER
HEET HEEBRRZAMEWEANERE
TEL:03-3507-8800 (%)




A HE 1

BREEOH

ZE EOEANS. COPCADABEFILITFSNTLEY. ZOPCICFZIEALEZ
b, BEBHLEDLBVESICLTLIEZN., COBRNRESZREETE, 2D !
IL—AhD—0(CET BEwRN KON SEIEEEA S DET. Microsoft DFHAFH—

‘ FAEOFIEEHRATED LD(C, BRICUR— STERLTI S,

 RARATIR"TE # MICTOSOTL WINAQOWS TH_1LJT 1 =~ A/NTJL)

== Windows Defender E¥fa21UF+r 29—

FPT'U: Ads.financetrack(#12).dll
WHENESEN: FOSOKRSRINAIITTF

ZAITEF!
Bili&STeH?

Sm e o e (ERESEES)

REDWITNDES U w

ZO PCADFIER(R. EF1UF < LOBRHSTOYIENTY LS.
7.
Windows Hii— FAOBEVADE: w35 - I (ERESE) | (D seery-u

=. Microsoft “ETS

I EERT

O & 4

FEAFLLEET

BMERNS, COBEFNREIORHIzH
BHR—RCFPOLRATEERTEER
As. ERETREFTUTHR— IS .
Microsoft Hi—hCBEIS im a)

= s (IR

Autr—EAAL..

B® Microsoft | Support Miciosoit36s Office Windows Surface  Xbox All Micrssoft & search O Signin

Products Devices - What's new Account & billing

]

collecting the

== Windows Defender ZF1UF+ Z25— e it down or

(@) Sce 8 x
FZU: Ads.fiancetrack(2).dll —

BHENEER: FOTORSANAIIF
@ (¥ &
COPCADFIRAREFIUF LOBEH,STOYVIENTNE

EN
Windows HR— FCEWEHES:» ==~ =

More support options

— ______§

Scann(

Rt devepen Microsoft AL S5 S BEAGSEUVSOE: BT eI 1
Small & medium businesses

AtFaUF+ FOEBRICELD., COOYEa1 -9 \OF7oItAFETOv I

ISARAEDTS. wedososende 2ivoicso il TUWNEY, COO>Ea—FICTFIOERUEDBREILED LRWTLKEE
W, COEBRBEEEHIDE. COATFT A LEOFT—FHKDNSaltEE
HHDET., TICHR— MITEE<IEE0). Microsoft T2 ZHEET
SIS a—F« > ODFIE=EHFALET .




FEEEALEVTEEL HEEOIVEL-.
IVEI-5-HEICE-TOET, TLEEN,
FIEASTNOTOY I F 1V F1OBHETT IVK1-5,

FELTERH S, HWENMHEORAEEFEVILET
WINGOWS EAAUTT - AN JISWES
Windows 71 15 4 1T EOBAICEY, IO PCADFIEARTOYISNTVET

SEVOIVEI-FE. FOTORBAMITFICRREL TS EEESLT
WET, ROT-INRESNELE,

P17 IA-ILRET -k

Windows
FOADRERNAIIFTI-F-17-1-F: #0x268d3

ZOPCAMTIEAR, T¥1UF1 LOBmHEIOvIENTNET,

Microsofttifi-FAQBENE D E:
WindowsS 1tz > R (B6%< MIRINICRD £5 _E':_";;_.b;ih Rt

FHPEREEL T, D4 Y FUREMICT2RBISDET.
=S I I AL ITT

Hifi— MMOBRT S EMEESE LA LTLEE .
rack(l).exe VEPTL DS R2ICR?

WindowsDefender-tz+1!) 71 &

HIDPNOTIEAREF 1T LOBRT /O IThTLET

=23 FEMOARR AL TIERRLTVATEER

rOADORERINA DT T5—h-
COPNDT I AT F 2 s EOBREIOwrEhTET:
WindowsH K—Mcilfg 55 2= 8 0 =2 = (fhhEs)

FESASEThELE-FOAORBEANA TR

7175 Ads financetrack (1) exe

21 RS E, SANRSRRIEE SN, Windows B34l

gy
Microsoft~ b7 i RIETS: Wl M H—(ﬂﬂﬂﬁ}

&1 Microsoft
MuEHEESR

R |

Rt I ITRBUR NERLIEHE LR




A HE 2

“w= 0 T (B%)

Sl AL R R, FLI08-0008, B
O 2-16-1 B S5u -t S

BAY/o0YJ MiRait. T108-0075. FE
ERKER 2-16-3. RIJS Y REYRILY

Emplovee id™ "= %45EY7H ID: BB
B Microsoft Micros

IRUE M ATBUE AN HRLIEHEE R



Al#E 3

FUEEFEHSRT LY R— FAR

10



= HHBHERY \/c)|

Y FRLE TR

60S/-8/6S-€0-13d1

BROPYSEHSUNELIE—LOANNEH S 6 [ETEX
IR2DI M TIERE] ")N

LANGR PAL ARSI 0 S
E
_ﬂ_b

PUﬂWJDﬂ

VOZEEEOVII

ST 7 g
PENL df% @12 2 IV 7 HIO @O

RN MUZFHLO2R)SEOch fEFE=T
IRZHINED)ISEMNT AR 4)X 0L

(N EX @ H [

7 WY

SEILNTEAF0%

ASHNEGYEWEET ) HLOC L

B ROREILCPAGLLLPIE— DK SURMEE X
R2DLNGANGE TR 92U

MEREE T B PNE Y= — D2
PI2E MW ePUiRe)a02] ©

jQ_U J
B0E coooD

e i ljlu "]~
paaaan FEFLEES
Pl el
T T T
, DlD'lB.'.lﬂ_l . lBQ.

RN iz ¥4 2 UV D

VR WERH L2 6F
| eV




